IT Guardian IT Security Consulting, SOC and Managed Security Services

Challenges:

« Risks of cyber threats are affecting organizations of all sizes and industries. The lack of
defensive action will incite continuous attempts that result in serious damages.
Businesses need to establish effective cyber protection to fortify their environment for
quick detection and response against security incidents and cyber threats.

However, experienced security professionals are one of the scarcest resources in today’s
IT industry. While most businesses do not have in-house security experts to manage their
security problems, they face the increasing need to effectively assess the risk postures of
their IT infrastructure, web applications and enterprise applications. Other challenges
include: devising effective means to defend and detect the ever-mutating cyberattacks,
DDOS, APTs, and even insider-threats; having the ability to efficiently log and analyze
security incidents for risk mitigation, remediation and audit to meet security policy
compliances; and more. Besides security solution implementation, they also need expert
help in security risk assessment and audit (SRAA), consultation and training to strengthen
their security management and operation processes. In a nutshell: they need tailored
managed security services to meet their specific requirements. For mission-critical
environments, they may require total Security Operations Center (SOC) services to ensure
service availability, prevent loss of important information and enable fast operational
recovery from security incidents.

GTI IT Guardian Overview:

« GTIIT Guardian security practice comprises of a dedicated team of experienced and
certified security experts equipped with advanced solution framework, efficient tools and
proven best practices to act as your trusted advisor to safeguard your complex IT
environment and critical data assets.

Besides IT security, GTl is an all-rounded solution integrator with strong expertise and
experience in all IT domains including: systems, networks, storage, virtualization,
databases, enterprise applications, mobility, big data, cloud computing and others. This
breadth and depth of knowledge helps you cope with the most complicated IT security
challenges you will face in today’s complex hybrid IT environment. We are here to help
you build the required security and protection into your computing environment, as it
evolves to cope with new needs.

We provide a comprehensive range of security consulting, planning, design, support and
managed services to satisfy your changing needs throughout the threat protection life
cycle, while enhancing your operation efficiency and meeting your security policies and
compliance needs.

The GTl security solutions and services are built around our proven GTI Threat Protection
Framework, which is powered by best-of-breed solutions from our strategic, industry-
leading technology partners. We provide the solutions that best suit your specific
environment and needs.

GTIIT Guardian Services

The GTIIT Guardian Security Practice comprises of veteran security professionals
accredited with certifications of CISA, CISM, CISSP, PMP, ITIL and forensics expertise not
found in other system integrators or cloud service providers. Our complete portfolio of
threat protection life cycle services ranges from IT security consulting, security risk
assessment and audit (SRAA), penetration test, to user threat assessment, solution design
and implementation. It is further bolstered by our broad range of tailored managed security
services to enhance the security and efficiency of your IT operations and meet your
compliance needs.

Security Operations Center (SOC) support services — Support customers in the
detection, analysis, investigation and response of logged events triggered through
security-related correlation logic. Managed by experienced security professionals and
empowered by proven processes and leading-edge technologies, our SOC provides
enterprises with 24x7 support to safeguard their businesses by defending against
breaches and malicious attempts. We help enterprises overcome security challenges
through integrated technologies, threat intelligence, and flexible managed services
designed to meet their business demands.
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« Security Risk Assessment and Audit (SRAA) — Provide SRAA services for different IT
systems and components to satisfy security policies and meeting compliance needs.
Businesses can opt for this service during the implementation of new systems or
components — without jeopardizing any security loopholes until the next assessment
and audit.

Managed Security Services — Offer varied managed security services to help customers
establish security perimeters against ever-evolving cyber threats, backed by security
professionals and leading security solutions tailored to meet specific business needs. Our
flexible offering provides token-based subscription services for remote device
configuration, including policy and patch management. Critical security and appliance
health event notification is available with our 24x7 helpdesk support. Monthly security
and appliance health monitoring report is also offered, augmented with optional device
provisioning and deployment services.

Security Incident Handling Services — Provide remote and on-site investigation to help
businesses mitigate and quickly restore their business operations from security incidents.
We help our customers plan, prepare and drill their incident handling mechanism, to
enable both proactive and reactive responses to incident handling mechanism. For
businesses which are using GTI SOC standard/basic services, we also provide support for
incident reporting and follow-up, including aftermath review and process enhancement.

Insider Threat Detection and Mitigation — Focus on mitigating new security threats
that others may have overlooked, including: insider threats caused by privileged users
with shared administration accounts, third party service providers, careless users, infected
accounts and other malicious attempts. Our IT Guardian practice addresses these
effectively with leading-edge insider-threat detection and privileged account
management solutions.

GTI Security Framework

Access Control

Threat Prevention

« Firewall - DDoS, IPS
-UT™M + App Control, DLP
+SSLVPN Reduce Inspect & - Anti-Malware

- 2 Factor Authentication Attack Surface J§ Block Threats
« Single Sign-on

« Identity / Access Management

""""""""""""""""""""""""" Identify

« Email / Web Security Filter
+ Anti-Botnet
« APT

Continuous Audit New Threat Detection
Monitoring Improve Incidents - APT / Sandbox '
- Top Attack Reporting « Network Traffic Analysis

« Client Reputation
«Real-time
« Abnormal Cyberattack

« User Behavior )
« Privilege Account Valldatg &
- SIEM / Log Management Contain

N _

Incident Response and Handling
GTl Managed Services and Security Operation Center

Our solutions are based on the unique GTI IT Security Framework which covers the
complete threat protection life cycle from risk posture assessment, access control, threat
prevention and protection, threat detection, continuous risk monitoring, to analysis and
mitigation, incident response and recovery, process and infrastructure improvement,
and people training.
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Global Technology Integrator Ltd.
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