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Apply Global Transactional Compliance

( Compliance regulation software and data are G e timel | . ot i 4 ontimal . by drivi i ‘ ¢ docisi 0 local reai " h edae-based ) haining. Control dat )
traditionally kept in the core data center. In widely uarantee timely, relevant regulatory compliance and optimal user experience by driving policy enforcement decisions to local regions through edge-based service chaining. Control data
. . . sovereignty and access with locally enforced policies reflecting geographic limitations and protections which often change. Ensure regulation policies are pushed to the edge through expanded
dispersed enterprises, regulations change often, i ) ] ] ) i i ) o i )
affected by an increasingly mobile workforce. Attempting cor@hance services. Leverage deployed edge security serwces.(e.g., deep packet mspectlo.n)lto enfo.rce local cornphance r(.agulatlons. Peploy edge rep03|.tor|es that r.etaln the Iate.st com.pllance
Problem to manage regional business regulations centrally Solution policies, protect all users from theft and attacks, and log all required events (e.g., non-repudiation audit logs) required by regional compliance. Ensure localized regulations are applied to inter-
. ; cloud interactions, especially data, where a cache at the edge between clouds may be required. This creates the ability to rapidly change business value chain partners through policy updates.
L creates a suboptimal user experience. y
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1. Regulation software and policy data are 1. Expand security service chaining at the edge
considered too important to be distributed outside by leveraging ecosystems to include recording
company firewalls; but keeping it centralized services and data repositories that hold all local
inhibits effective partner transactions and compliance policies (including auditing).
collaboration due to significant delays associated 2. Install repositories to meet local/regional audit
with backhauling all regulation checks to a and logging compliance regulations. o)
i Public Cloud:
centralized data center. O Q 3. Invoke policy-driven segmentation at the -~ =
2. Some compliance services (e.g., national 00 digital edge (an extension of the company
jurisdiction of data) present performance problems firewall) where a cloud-based solution would be
Constraints in multicloud interactions if they are not enforced at Steps prohibited. - [DIGITAL EDGE NODE]\
aregional level. 4. Ensure that local BYOD policies are enforced. Border Security ~
3. Certain local restrictions on data exposure prevent 5. Install auditing features at the digital edge
the transmission of information from leaving a ' o ensure comprehensive security and user , Virtual Private Clouds
regton. confidence. o
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4. Regional policies usually apply only locally 6. Control the traffic across mesh connections s : Edge
L : Node
and change frequently, complicating central with appropriate segmentation at the edge. (ApBITeation sINWTERNET
management. —
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- Regulations change rapidly across a global * Regional regulatory compliance can be tailored Nogee
enterprise; most regulation changes occur and kept timely without performance delays. Eiheret i
regionally and should be enforced locally. + Privacy can be better protected by ensuring )
. The proliferation of a mobile workforce with secure edge-to-edge connections over the Offices -
i i i i i meSh' Regional Regulatory \m}
myriad devices will stress centralized compliance
enforcement « Compliance services (such as end-point Mobile
) i ) i auditability and security analytics) are easier & Field Area Network Q Wide Area Network
. Reglor?al regulations require traimsactlonal to maintain and enforce because of improved Providers . Providers
recordlng and can restrict viewing of data fo that response time. Devices L( |dentity Mgmt & Malware )—( DDOS Protec?:nglta;Eﬂ(Stil]psPacket Inspection )—( Instrusion Detection )—/
regional level. o
Forces - Dynamic new partner arrangements across the eelis Business Dg::;tzdof > Eppilcation d
Y P 9 « Costs and reputational risk are better controlled
globe will have local compliance checks. using local services at the edge
» The need for nOn-repUdiatiOn in a cross-value « Cloud services that were previous|y held back e
chain coordination project must be balanced with due to local regulation issues are expanded. enagement
the need for exceptional performance. Potential New Challenges
« Unplanned volume growth can affect the
performance of security services. ) )
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